CONSENT TO COMMUNICATION VIA SMS, EMAIL, VOICEMAIL, AND CLINICAL DICTATION v3.03.2026
Charlestown Family Health Practice
 Data Collection and Communication Under GDPR
 Effective: 10 March 2026

PURPOSE 
In line with Articles 6(1)(a) and 9(2)(a) of the General Data Protection Regulation (GDPR), Charlestown Family Health Practice seeks your explicit consent to communicate with you using:
· SMS (text messaging via Esendex, provided by Clanwilliam Health)
· Email (via Microsoft 365, encrypted where possible)
· Voicemail and call recording (via NUACOM)
· Clinical dictation services (via Heidi AI, where used by your clinician)
This consent relates to communications that support your medical care, including but not limited to:
· Notification of appointments or appointment changes
· Documentation of consultation 
· Results follow-up (e.g. “results reassuring” or “please book to discuss cholesterol”)
· Urgency indicators (e.g. “urgent” or “routine” appointment required)
· Availability of services (e.g. flu vaccine clinics, ECG screening, etc.)
· Safety-netting and clinical guidance (e.g. “seek urgent care if X occurs”)
· Links to reliable health information or practice policies

NATURE OF COMMUNICATION
While full clinical details or diagnoses will not normally be transmitted, messages may indirectly imply medical information. Examples include:
· “Your blood results have been reviewed. Please book an appointment to discuss cholesterol.”
· “You are eligible for an ECG screening due to your age and medical history.”
· “Your prescription has been renewed – please collect from the pharmacy.”
These may therefore constitute personal and sensitive medical data under the GDPR.

DATA SECURITY AND SHARED RESPONSIBILITY
The practice will ensure:
· SMS communications are sent only via Esendex (Clanwilliam Health)
· Emails are sent via Microsoft 365 with encryption where possible
· Patient contact details are stored securely within Helix and Socrates (Clanwilliam Health)
· Voicemail and call recordings are managed via NUACOM, in compliance with GDPR
· Heidi AI is only used for secure transcription of clinical notes and creation of referral letters, 
You, the patient, agree that:
· Your mobile phone and email account are under your control, password-protected, and not accessible by others
· You will notify the practice immediately if your phone/email is lost, stolen, or compromised
· You will update us promptly with any changes to your contact details

RIGHT TO DECLINE OR WITHDRAW
· You are not obliged to consent to digital communication.
· Declining will not affect your right to receive care.
· You may withdraw consent at any time by notifying the practice in writing.
· Withdrawal will be logged in your clinical record.

CONSENT DECLARATION
I confirm that I have read and understood the above.
I understand that:
· SMS, email, voicemail, or dictation services may include or imply sensitive health information.
· I accept responsibility to maintain the confidentiality of communications once delivered to my device, voicemail, or inbox.
· I may withdraw consent at any time without affecting my entitlement to medical care.

YOUR DETAILS
Patient Name: ______________________________________

Date of Birth: ____________
Mobile Number: _____________________________________

 Email Address: ______________________________________

COMMUNICATION CONSENT OPTIONS
	Communication Method
	Consent Given
	Consent Declined

	SMS – General (appointments, vaccines, recalls)
	☐ Yes
	☐ No

	SMS – Potentially diagnostic (e.g. results implying a condition)
	☐ Yes
	☐ No

	Email – Patient records or urgent care support
	☐ Yes
	☐ No

	Voicemail – Leaving messages on phone
	☐ Yes
	☐ No

	NUACOM – Call recording for audit/safety
	☐ Yes
	☐ No

	Heidi AI – Clinical dictation of consultation notes
	☐ Yes
	☐ No



SIGNATURE
Signed by Patient: ____________________________

 Date: _________________


